
Office 365 –

Way More than Mail!
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System Source & Mind Over Machines:

- Leaders in Baltimore IT since 1980s
- System Source since 1981

- Mind over Machines since 1989

- Long-tenured, complementary relationship
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Agenda
What is Office 365?

What is Azure Active Directory?

Security related feature sampling

 Multifactor authentication

 Self-serve password reset

 Mobile device management

Enterprise Mobility Suite (EMS)

Office 365 as a development platform

Dynamics CRM and Power BI as core 

business apps

Case study - replacing $500K in 

applications with out of box CRM 

functionality

New Microsoft products – Delve and 

Sway



What is Office 365?



What is Office 365?

•SharePoint 
Online

•OneDrive

•Yammer

•Rich client

•Web client

•Apps

•Skype for 
Business

•Exchange 
Online

•Archiving

•Encryption

Email
Real-time 

Communication

CollaborationOffice



Where are your Office 365 Accounts?

Microsoft Azure Active Directory
 Azure Active Directory (Azure AD) is Microsoft’s 

multi-tenant cloud based directory and identity 

management service.

 Azure AD also includes a full suite of identity 

management capabilities including:
 Multi-factor authentication

 Device registration

 Self-service password management

 Self-service group management

 Privileged account management

 Role based access control

 Application usage monitoring

 Rich auditing and security monitoring and alerting. Active Directory

Azure 

Active Directory



What is Azure Active Directory?
 The Azure Active Directory service comes in three editions: 

 Free

 Basic

 Premium 

The Free edition is included with an Azure or Office 365 subscription. 

 The Basic and Premium editions are available through a Microsoft Enterprise 

Agreement, the Open Volume License Program, and the Cloud Solution 

Providers program. Azure and Office 365 subscribers can also buy Azure 

Active Directory Basic and Premium online.



 Every paid subscription to Office 365 

comes with a free subscription to Azure 

Active Directory. 

 You can use Azure AD to manage your 

apps and to create and manage user 

and group accounts independent of 

Office 365.

 To activate this subscription and access 

the Azure management portal, you 

have to complete a one-time 

registration process. 



Local AD Integration with Office 365

Cloud identity

Single identity in the cloud Suitable 

for small organizations with no 

integration to on-premises 

directories

Cloud identity with 
directory synchronization

Single identity

suitable for medium 

and large organizations without 

federation*

Federated identity

Single federated identity 

and credentials suitable 

for medium and large 

organizations



Office 365 Trust Center

Clear messaging with plain English

Details for security experts

Links videos, whitepapers

http://trust.office365.com

http://trust.office365.com/


Microsoft’s Offerings

 Various SaaS offerings of which Office 365 is one of the 

offerings

 Built on top of Azure AD

 Office 365, InTune and EMS are discussed here

 Other services include CRM, Azure platform services, 

and more.

 Some sample features…



Multi-Factor Authentication

(Sample of Office 365 feature)



Multi-Factor Authentication (MFA)
 Office 365 offers “built in” two-factor authentication.

 Office 365 MFA covers…

 Exchange Online

 SharePoint Online

 Lync Online

 Dynamics CRM Online

 Project Online

 Office 2013 / 2016 Pro Plus on-premises

 App Passwords are used for Office applications

 App Password – A 16-character randomly generated password used with Office 

applications in lieu of the second authentication factor.

 Note – The roadmap is to add true MFA to Office applications



Multi-Factor Authentication (MFA)

Demonstration – User setup and administration, user controls



Self Serve Password Reset

(Sample of Azure AD features)



Self Serve Password Reset
 Azure AD Free - cloud-only administrators can reset their own passwords

 Administrators need to provide a cell phone number and/or an alternate email address (Office 

365 Settings | Personal Information)

 https://passwordreset.microsoftonline.com/ 

 Azure AD Basic or Basic with a Paid O365 Subscription - cloud-only 

users and cloud-only administrators can reset their own passwords

 Azure AD Premium - any user or administrator, including cloud-only, 

federated, or password synced users, can reset their own passwords 

(requires password writeback to be enabled)



Self Serve Setup
 Setup through Azure AD

 Enable service for users

 Setup required parameters



Self Serve Use
Portal login process



Mobile Device Management 

(Sample of Office 365  / InTune feature)



Office 365 MDM – Device Types
 You can use MDM for Office 365 to secure and manage 

the following types of devices.

 Windows Phone 8.1

 iOS 7.1 or later versions

 Android 4 or later versions

 Windows 8.1*

 Windows 8.1 RT*

* Access control for Windows 8.1 and Windows 8.1 RT devices is limited to Exchange ActiveSync.



Policies – Security Settings



Policies – Other Settings

https://technet.microsoft.com/en-us/library/ms.o365.cc.devicepolicysupporteddevice.aspx



Office 365 MDM – Enrollment and Polices
These apps will prompt 

users to enroll if there is a 

policy applied to the user. 

Exchange 

Exchange ActiveSync includes native email 

and third-party apps, like TouchDown, that 

use Exchange ActiveSync.

Office and OneDrive for Business



Office 365 MDM – Enrollment and Policies 
 The following diagram shows what 

happens when a user with a new device 

signs in to an app that supports access 

control with MDM for Office 365. 

 The user is blocked from accessing 

Office 365 resources in the app until 

they enroll their device.



Office 365 MDM – Enrollment and Polices 
 User logs in with an enrolled device that 

isn’t compliant with a security setting in a 

mobile device management policy that 

applies to their device.

 They are blocked from accessing Office 

365 resources in the app until their device 

complies with the security setting.



ActiveSync Policies

 ActiveSync polices can also 

be used to manage devices

 ActiveSync polices are in the 

Exchange admin center

 You can create multiple 

policies and apply different 

settings to different users



What is Intune?
 The Windows Intune is a cloud service integrated with Azure AD 

that helps you centrally manage and secure your PCs through a 

simple web-based console.

 Manages PCs and mobile devices.  

 Can be integrated with System Center Configuration Manager

 Some features:

 Track hardware and software inventory

 Deploy Software – Company Portal for approved applications

 Manage updates

 Protect devices from malware

 Provide Remote Assistance

 Set Security Policies – i.e. password, encryption, etc.

 Purchased separate or as part of EMS



Enterprise Mobility Suite











Rights Protect Email



Rights Protect Office Documents



Protect SharePoint Document Libraries



Send protected documents to anyone with the Rights 

Management Sharing Application







Questions?



And they all wish they had come to Mind Over Machines first. 

Since 1989, the business systems we’ve built, fixed, restored and upgraded have turned around failing 

businesses, saved millions, opened new markets, powered growth, and catapulted companies from 

obscurity to industry dominance. 

APPLICATION DEVELOPMENT | CRM | BI/DATA | SHAREPOINT | IT ASSESSMENTS | HEALTHCARE IT

We’ve rescued so many 

clients who came to us 

with horror stories about 

software consultants who 

had let them down. 



Evaluations & Door Prizes

Learning Center Offer

THANK YOU!

Today’s Slides Available at:

www.syssrc.com/seminar_slides
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