
Office 365 – File, Data & Task 
Management and Migration Strategies

Welcome

What do you hope to learn today?

Please take a moment to fill out the yellow cards.   

Our presenters will review the cards to ensure that we 
cover the topics/areas of interest.

We will collect them before we get started.

Thanks!
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System Source & Mind Over Machines:

- Leaders in Baltimore IT since 1980s
- System Source since 1981

- Mind over Machines since 1989

- Long-tenured, complementary relationship
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And they all wish they had come to Mind Over Machines first. 

Since 1989, the business systems we’ve built, fixed, restored and upgraded 

have turned around failing businesses, saved millions, opened new markets, 

powered growth, and catapulted companies from obscurity to industry 

dominance. 
APPLICATION DEVELOPMENT | CRM | BI/DATA | SHAREPOINT | IT ASSESSMENTS | HEALTHCARE IT

We’ve rescued so many 

clients who came to us 

with horror stories about 

software consultants who 

had let them down. 



Collect ‘Learn Today’ Cards

What do you hope to learn today?

Please take a moment to fill out the yellow cards.   

Our presenters will review the cards to ensure that we 
cover the topics/areas of interest.

We will collect them before we get started.

Thanks!



Agenda 
• What is Office 365

• Office 365 Plans

• Identity and service management

• Email migration options



What is Office 365?



What is Office 365?



What is Office 365?

• Office 365 is a SaaS solution and is one of several cloud solutions offered 
by Microsoft.

• Your connectivity to, and your use of, Office 365 and other Microsoft 
cloud services are flexible.
• Subscribe to one service only or a suite of services (organization wide or per user)

• Subscription plans offer various levels of features

• Separate or integrate on-premises and cloud identities

• Integrate cloud services with on-premises services (Hybrid)



What is Office 365?

•SharePoint 
Online

•OneDrive

•Yammer

•Rich client

•Web client

•Apps

•Skype for 
Business

• IM

• Video chat/conf.

• Desktop sharing

•Exchange Online

•Archiving

•Encryption

•AV / SPAM

filtering

Email
Real-time 

Communication

CollaborationOffice

Service Descriptions - https://technet.microsoft.com/en-us/office/dn788955.aspx

Other features:
• Groups / Clutter
• Document Conversations
• Video Portal
• Delve, Graph, Mix, Sway
• MDM
• MFA
• And more...



Office 365 Trust Center

Clear messaging with plain English

Details for security experts

Links videos, whitepapers

http://trust.office365.com

http://trust.office365.com/


Office 365 Plans



Enterprise



Enterprise



Enterprise
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Business



Business



Non-Profit



Non-Profit
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Exchange Online



Exchange Online



Identity and Service 
Management



Where are your Office 365 Identities?
Microsoft Azure Active Directory

• Azure Active Directory (Azure AD) is Microsoft’s multi-
tenant cloud based directory and identity management 
service.

• Azure AD also includes a full suite* of identity 
management capabilities including:

• Multi-factor authentication

• Device registration

• Self-service password management

• Self-service group management

• Privileged account management

• Role based access control

• Application usage monitoring

• Rich auditing and security monitoring and alerting.

* Subscription level (Free, Basic or Premium) determines features available

Active Directory

Azure 

Active Directory



Azure AD Features
 Every paid subscription to Office 365 comes 

with a free subscription to Azure Active 
Directory. 

 To activate this subscription and access the 
Azure management portal directly, you have 
to complete a one-time registration process. 

 You can use Azure AD to manage your apps 
and to create and manage user and group 
accounts independent of Office 365.



Identity Management with Office 365

Cloud identity

Single identity in the cloud Suitable for 
small organizations with no integration 
to on-premises directories



Identity Management with Office 365

Cloud identity

Single identity in the cloud Suitable for 
small organizations with no integration 
to on-premises directories

Cloud identity with 
directory synchronization

Single identity
suitable for medium 
and large organizations without 
federation*



Directory Synchronization
• Install on a Windows 2008 R2 / 2012 R2 server
• Configure OUs to synchronize
• Optional – Configure attribute filtering



Directory Synchronization Considerations

• Microsoft requires an Exchange server on-premises to manage Exchange 
attributes

• Password synchronization requires password changes to occur in Active 
Directory (unless a Premium Azure AD license is purchased)

• Account management is done on-premises for most settings



Identity Management with Office 365

Cloud identity

Single identity in the cloud Suitable for 
small organizations with no integration 
to on-premises directories

Cloud identity with 
directory synchronization

Single identity
suitable for medium 
and large organizations without 
federation*

Federated identity

Single federated identity 
and credentials suitable 
for medium and large organizations



ADFS Implementation
• Multiple ADFS Servers and Proxy (Web Application Proxy)

• WID Replication and NLB for redundancy 



ADFS Implementation

• Install the ADFS service (recommend creating a farm)

• Requires an SSL certificate

• Configuration sets up the trust



ADFS Implementation
• Users are redirected to the ADFS server for authentication

Portal.microsoftonline.com



Federated Identity Considerations

• Microsoft requires an Exchange server on-premises to manage Exchange 
attributes

• All authentication and password resets occur on-premises.  If the on-
premises AD is not available the Office 365 resources will not be 
available.
• Consider a fault tolerant design for your ADFS servers



Office 365 Admin Console
https://login.microsoftonline.com/



Demo – Office 365 
Management / Monitoring



Email Migration Options



Mailbox Migration Options

More information can be found here
http://technet.microsoft.com/en-us/library/jj863291(v=exchg.150).aspx



Microsoft Migration Tools



 Features and Benefits
 Simple and quick migration solution

 High-fidelity solution – all mailbox content is migrated

 Typically best suited to small and medium organizations

 Users are provisioned automatically during migration

 Works with Exchange 2003 and newer

 Works with on-premises or hosted Exchange systems

 Identity management in the cloud (at least initially)

 On-premises migration tool is not required

 Requirements and Limitations
 Up to 2000 mailboxes in source system (Recommended for <150 mailboxes)

 Outlook Anywhere service on source system (must have SSL cert issued by a public CA)

 Migration Account with Full Access or Receive-As permissions to all

 Azure AD Conncet tool disabled in O365 tenant

 SMTP domains configured in O365 tenant



 Accounts Provisioning

 Migration creates users, mailboxes, DLs and contacts

 Migration enables replies to migrated messages
(i.e. provision process brings over the Legacy DNs)

 Passwords

 No access to passwords from source directory so New passwords created for all users 

 A link to download passwords is sent to admin

 Users must change password on their first login 

 User Experience
 Admin needs to distribute new passwords to users
 Users create their new Outlook profile using O365 username and new passwords (Autodiscover)
 All mail is downloaded from the Office 365 mailbox 

(i.e. the OST file must be recreated)



A third party tool that can perform cutover migrations for mailboxes and 
Public Folders

Allows Directory Synchronization to be configured

Works with preexisting Office 365 accounts

 Enhanced data and folder filtering

 Bandwidth throttling

 Enhanced reporting

Approximately $12 per mailbox

https://www.bittitan.com/products/migrationwiz



 Features and Benefits

 Simple and flexible migration solution

 High-fidelity solution – all mailbox content is migrated

 Typically best suited to medium and large organizations

 Users are provisioned with Azure AD Connect prior to migration

 No limit on the number of mailboxes, users can be migrated in batches

 Works with Exchange 2003 and 2007 only, on-premises or hosted

 Identity management on-premises

 Requirements and Limitations

 Outlook Anywhere service on source system (must have SSL cert issued by a public CA)

 Migration Account with Full Access or Receive-As permissions to all mailboxes

 Azure AD Connect tool enabled in O365 tenant

 SMTP domain(s) configured in O365 tenant

 An on-premises Exchange Server must remain post-migration for management



 Accounts Provisioning

 For every on-premises mailbox to be migrated there needs to be a MEU or Mailbox in O365

 Migration tool relies on Azure AD Connect to do provisioning

 Passwords

 Target mailbox passwords must be specified for all the users

 Administrators can force users to change passwords on first login

 User Experience
 Admin needs to distribute new passwords to users
 Users create their new Outlook profile using O365 username and new passwords 

(Autodiscover)
 All mail is downloaded from the Office 365 mailbox 

(i.e. the OST file must be recreated)



Exchange 2013/2016 Hybrid – Architecture

On-premises Exchange Org

Users, Groups, Contacts via DirSync

Office 365

Existing 
Exchange 
2010 or 
later

Azure AD Connect

Exchange 
2013/2016 CAS 
/ MBX
(Hybrid servers)

Secure Mail Flow

Sharing (free/busy, MailTips, archive, etc.)

Mailbox Data via MRS

 Hybrid servers to host 
connectors to O365

 Hybrid servers control 
mail flow to/from the two 
sites (OWA, SMTP, etc)

 Hybrid servers need to 
remain post-migration for 
management



Hybrid Coexistence Feature Comparison



Hybrid Mailbox Moves
• Mailbox migrations can go to/from Exchange online

• User’s current Outlook profile is updated with the Exchange Online server name via Autodiscover.

 Offline files (OST files) do not 
have to be recreated.

User Experience
Depending on the Outlook version, users may be 
unaware of the migration.  Outlook will update 
when the migration is completed.  Best experience 
with Outlook 2013 or better.



Questions?



Lunch Orders & :10 Break

http://workingnaked.com/wp-content/uploads/2011/08/10-minute-timer1.jpg


Dustin Sitton
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Evaluations & Door Prizes
Learning Center Offer

Lunch

THANK YOU! 

today’s slides available @ 
www.syssrc.com/seminar_slides


