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About This Clinic

This First Look Clinic introduces IT Professionals to the new features and 

capabilities of Windows 10, using the Enterprise Edition of Windows 10. 

It also covers the key Windows 10 ecosystems of Identity Management, cloud 

services like Azure Active Directory (AAD), deployment/management tools, and 

the new User Interface.

No topic is covered in depth, but you will finish the clinic with an 

understanding of the new features and capabilities of Windows 10 and related 

services and administration tools. 



Clinic Outline

• Module 1: Overview of Windows 10

• Module 2: Deployment and Management of Windows 10

• Module 3: Security Features of Windows 10 



Module 1

Overview of Windows 10



Module Overview

• Introduction to Windows 10

• Implementing Windows 10



Topic 1 of 2: Introduction to Windows 10

• Overview of Windows 10 Features that Increase Business Productivity

• New Features of Windows 10

• Windows 10 Features not Available with the Initial Release

• Hands-on Demo: Exploring the new User Interface (UI) of Windows 10



Overview of New Windows 10 Features that 
Increase Business Productivity



Overview of New Features

• Start menu • Universal apps / resizable windows

• Virtual desktops • Continuum for tablets

• Quick Access tools menu • Edge and IE 11

• Snap windows to quadrants • Cortana virtual assistant

• InstantGo • Credential Guard / VSM

• Device Guard • Microsoft Passport

• Windows Hello • Data Leakage Prevention



New Features of Windows 10



Updating and Maintaining

Management Choices

Organizations may mix and match, depending on their specific scenario

Identity Management Deploying Updates Infrastructure Device Ownership

• Active Directory

• Azure Active 

Directory

• Group Policy

• System Center 

Configuration 

Manager

• 3rd party PC 

management

• Intune

• 3rd party MDM

• Windows Update

• Windows Update      

for Business

• Windows Server 

Update Services 

(WSUS)

• Intune

• 3rd party MDM

• On-premises 

• In the cloud

• Hybrid

• Corporate-owned

• CYOD

• BYOD



Security Enhancements



Windows 10 Features made available after the 
initial release

The following features of Windows 10 were made available after its initial release 

using a new concept called Windows as a Service (more on this later):

• Microsoft Passport integration with on premises Active Directory

• Data Leakage Prevention (DLP)

• Windows Store for Business



Demonstration: Exploring the new User Interface 
(UI) of Windows 10

In this hands-on demo, we will:

• Learn the key features of the new Windows 10 UI

• Use the new Start Screen and Menu

• How to configure and use Cortana

• Use Action Center functionality

• Use IE 11 and the new Edge Browser

• How to use Task View and multiple desktops

• Enhanced SNAP Feature



Topic 2 of 2: Implementing Windows 10

• Windows 10 Desktop and Tablet Editions

• Windows 10 Hardware Requirements



Windows 10 Desktop and Tablet Editions



Windows 10 Hardware Requirements

Windows 10 minimum Hardware requirements (Desktop editions):

• Processor: 1 GHz or faster

• RAM: 1 GB (32-bit) or 2 GB (64-bit)

• Free hard disk space: 16 GB

• Graphics card: Microsoft DirectX 9 graphics device with WDDM driver

• Some features have additional requirements:

• For Full BitLocker support: Trusted Platform Module (TPM) 1.2 or newer

• For Secure Boot: Unified Extensible Firmware Interface (UEFI)-based BIOS

• For Client Hyper-V: SLAT, Processor-assisted virtualization

• For Credential Guard: Secure boot and Hyper-V enabled, TPM 1.2 or newe

• For Windows Hello facial recognition: Intel RealSense-supported camera



Windows 10 Requirements for Mobile Hardware

Windows 10 requirements for (Mobile editions):

• Minimum 3 inch screen

• Memory: 512 MB for 32-bit OS

• Storage Space: 4GB

• Graphics: DirectX 9 with the following RAM requirements based on resolution:

• 512MB of RAM for:

• Full Wide VGA (FGVGA) (854x480 pixels)

• Wide VGA (WVGA) (800x480 pixels)

• 1GB of RAM for:

• Wide Super VGA (WSVGA) (1024x600 pixels)

• HD (1280x720 pixels) 

• Wide XGA (WXGA) (1366x768 pixels)

• Quarter High Definition (qHD) (960x540 pixels)

• 2GB of RAM for:

• Full-HD (1920x1080 pixels)



Systems Support for Windows Hello

Windows Hello Features and Requirements:

1. Facial Feature Recognition

• Intel RealSense Device must be present:

• Lenovo Yoga 15

• Dell Inspiron 15

• HP Envy 15

• Intel RealSense Dev Kit

2. Fingerprint Recognition

• Most Windows 8/8.1 certified fingerprint devices will work



Module Review

• Review Question(s)



Module 2

Deployment and Management of 
Windows 10



Module Overview

• Deployment of Windows 10

• Provisioning for Windows 10

• Managing Windows 10

• Supporting Windows 10



Topic 1 of 4: Deployment of Windows 10

• Deployment Options

• In-Place Upgrade

• Reasons Why You Should Use an In-Place Upgrade



Deployment Options



In-Place Upgrade



Reasons Why You Should Use an In-Place Upgrade

• Microsoft now recommends that you consider In-Place upgrades to 

Windows 10 if:

• Systems meet the hardware requirements of Windows 10

• Systems are currently running Windows 7, 8 or 8.1

• Apps have been tested and are compatible with Windows 10



When to use Wipe and Load



Topic 2 of 4: Provisioning for Windows 10

• Windows 10 Provisioning



Windows 10 Provisioning



When to use Provisioning



Windows 10 Deployment Scenarios (19 minute video)

https://myignite.microsoft.com/#/videos/722ab258-b8e7-e411-b87f-00155d5066d7?sq=deployment&sf=%5B%5D
https://myignite.microsoft.com/#/videos/722ab258-b8e7-e411-b87f-00155d5066d7?sq=deployment&sf=%5B%5D


Topic 3 of 4: Managing Windows 10

• Windows Management Choices

• Windows Management Features

• Windows 10 Identify Choices



Windows Management Choices

Available Choices

Identity Active Directory, Azure Active Directory

Management
Group Policy, System Center Configuration Manager, 3rd

party tools

Updates
Windows Update, Windows Server Update Services, 

Microsoft Intune, 3rd party tools

Infrastructure On-premises or in the cloud

Ownership Corporate owned, CYOD, BYOD



Windows Management Features



Windows 10 Identify Choices



Group Policy & Windows 10

New in Windows 10 New Since Windows 7

New policies to support Windows 10 

specific features:

• Start Screen and Start Menu 

management

• Edge browser settings

• Microsoft Passport credential PIN 

settings

• Universal app management

• Device Guard and Credential Guard 

settings

Capabilities from Windows 8.1

• Local GPO caching for improved boot

times with high latency DC connections

• IPv6 support for Printers and VPN

Capabilities from Windows 8

• Automatic switchover to asynchronous 

processing for DirectAccess clients when 

link speed cannot be determined

• Maximum size of registry policies 

(registry.pol) increased to 100 MB

• Remote group policy refresh from the 

GPMC

• More efficient background processing: 

Group Policy client service “sleeps” 

between background refresh cycles



Topic 4 of 4: Supporting Windows 10

• Windows as a Service

• Windows Update for Business

• Current Branch for Business



Windows as a Service

• In today’s environment, complete product cycles need to be measured in 

months, not years

• New releases must be made available on a continual basis, and must be 

deployable with minimal impact on users

• Microsoft designed Windows 10 to meet these requirements by implementing 

a new approach to innovation development and delivery called Windows as a 

Service (WaaS)

• Windows as a Service is based on a community-centric approach involving 

internal Microsoft engineers, other Microsoft employees, early adopters and 

others, for testing both:

• Feature upgrades:  these include the latest new features, experiences, and 

capabilities on devices that are already running Windows 10

• Servicing updates: which include security fixes and other important updates

• Upgrades and updates are then released in branches made up of one or more 

rings



How the Branches fit together

For excellent in-depth coverage:  https://technet.microsoft.com/en-us/library/mt598226(v=vs.85).aspx



Long Term Servicing Branch edition



Module Review

• Review Question(s)



Module 3

Security Features of Windows 10



Module Overview

• Windows 10 Security Overview

• Overview of Device Guard



Topic 1 of 2: Windows 10 Security Overview

• New Security Challenges require a new Platform

• Windows SmartScreen

• Demonstration: Configuring Windows SmartScreen Settings

• Configuring Windows Defender

• Demonstration: Configuring Scanning Options in Windows Defender

• Data at Rest Protection – Encryption for the Rest of Us

• Demonstration: BitLocker management



New Security Challenges require a new Platform



Windows SmartScreen

SmartScreen was first introduced in IE 8 as a way to protect against browsing 

malicious websites by checking them against Microsoft online reputation 

databases.

• In Windows 8, it was integrated directly into the operating system

• Windows 10 continues to integrate SmartScreen as part the OS and protects 

your computer in multiple ways:

• When a webpage is accessed, it determines if there are any characteristics that look 

suspicious and displays a warning that prompts the user to go back to their home 

page.

• SmartScreen checks the sites you visit against a dynamic list of reported phishing 

and malicious software sites. It will show you a warning and block that site for your 

safety.

• It checks files downloaded from the web against a list of reported malicious 

software sites and programs known to be unsafe. It will block the download if it is 

on the list.



Configuring Windows Defender

Windows Defender is an integrated solution that provides protection from 

spyware, malware and viruses

Is Windows Defender good enough?

http://www.howtogeek.com/225385/what%E2%80%99s-the-best-antivirus-for-windows-10-is-windows-defender-good-enough/


Demos: Configuring Windows SmartScreen Settings and 
Windows Defender

• In this hands-on demo, we will configure Windows SmartScreen and 

Windows Defender.



Data at Rest Protection with BitLocker

Device Encryption – BitLocker

• Devices can be encrypted out-of-box with BitLocker

• Increased global acceptance of integrating Trusted Platform Module (TPM) 

hardware in many devices

• Goal: pervasive on all Windows devices by 2016

• Enterprise-grade management when combined with Microsoft BitLocker 

Administration and Management (MBAM)



Hands-on demo: BitLocker management

• In this demo, we will review options for the BitLocker feature in Windows 10



Topic 2 of 2: Overview of Device Guard

• Configurable code integrity

• Planning for Device Guard

• Device Guard Catalog files

• Demonstration: Using Device Guard



What is Device Guard?

• Code integrity is the component of Windows that verifies that 

running code is trusted and safe

• Until now, for non-mobile platforms, code integrity consisted largely 

of requiring digital signatures on device drivers

• Device Guard allows non-mobile Windows platforms to function like 

a mobile phone, letting only specific applications to be trusted and 

exectued



Planning for Device Guard

Planning for Device Guard:

• Approaching enterprise code integrity deployment. Deploying Device Guard to 

your organization requires a planned and phased-in approach

• Device Guard deployment scenarios. As part of planning for Device Guard 

deployment, Microsoft recommends that you categorize each device in your 

organization into a deployment scenario

• Code signing adoption. Code signing is important to the security that Device 

Guard provides

• Hardware considerations. Several Device Guard features require advanced 

hardware (note: they are referring here to Credential Guard which is not covered in 

this seminar)



Device Guard Catalog files

Planning for Device Guard:

• Know your targeting group of devices

• Use PowerShell cmdlets to create policy from golden image systems

• Defaults to Audit Mode

• Merge multiple policies or Deploy differential policies

• Deploy policy in audit mode and test

• Use Powershell cmdlets to create policy from audit log and merge

• Enable enforcement



Demonstration: Using Device Guard

Implementing a Device Guard Policy involves the newest version of 

Powershell:

New-CIPolicy

c:\windows\system32\CodeIntegrity 
SIPolicy.p7b



Windows 10 Training

Windows 10 Training at System Source

• 20697-1: Installing and Configuring Windows 10

• April 18-22 in Hunt Valley

• May 16-20 in Columbia

• 20697-2: Deploying and Managing Windows 10 Using Enterprise Services

• May 23-17 in Columbia

• July 25-29 in Columbia

• 10982: Supporting and Troubleshooting Windows 10

• May 16-20 in Columbia

• August 15-19 in Hunt Valley



Clinic Evaluation


